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Summary and Key Findings

This report covers the penetration testing activities conducted against Firi, specifically the assets
listed in the Scope section. The penetration testing took place in May 2023

The focus for the test was new queries and mutations available through the graphql.
Platform.testfiri.com was used as a testing environment. We also tested the new identity provider
MitID to be used by Danish customers.

Noteworthy Defensive Measures

It is important to applaud and bring forward defensive measures that make a difference, that simply
work. In this section we highlight some of the items that made life hard to be an attacker.

- Input validation done correctly. In general, the system is very strict when it comes to data
types and expected input.

- Generic error messages. The error messages do not leak excessive number of details during
errors, making it harder for an attacker to map details about the backend systems.

Some issues and potential issues were detected during our testing. These are documented as
findings.

River Security believes that if these vulnerabilities are addressed, the applications and systems within
target scope would be improved significantly. With continuous surveillance and the necessary
governance over these systems, the state of elements in-scope should be considered of adequate
level regarding information security.
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